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CHANG Chaowen, JIN Jianshu, HAN Peisheng, ZHU Xianwei

Information Engineering University, Zhengzhou 450001, China

Abstract: Aiming at the lack of effective forwarding verification mechanism for packet in software defined network
(SDN), a data packet forwarding verification scheme based on attributed-based signatures identification was proposed.
First, the attribute signature identification was generated according to the user's identity attribute, and the data packet was
marked by the attribute signature identification. Then, the P4 forwarding device was used to control accurately and sam-
ple the data packet. The controller verified the attribute signature of the sampled data packet. The OpenFlow forwarding
device processes the abnormal data packets according to the flow table issued by the controller. Finally, a mul-
ti-controllers architecture was constructed to avoid the single point failure of the controller. The results of the experiment
indicate that the scheme can achieve accurate control and sampling of data packet, effectively detect the forwarding ab-
normal behaviors such as packet tampering and forgery, and the network delay is within the range of feasible communi-
cation delay.
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